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Central question:

Can we simplify design & analysis 

by identifying key properties?
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Design secure encoding:

- Encoding exists?

- Proving property easy?

Information-theoretic Computational

Good: Easy to use

Bad: No encoding known for 

many predicates

Good: Captures many predicates

Bad: Proofs are hard

Can we get the best of both worlds?

[W14, A14, CGW15, AC16] [A14, AY15, A16]
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multi-use / short ciphertext / large universe
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Encryption schemes with 

constant size ciphertexts/keys
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Inherent property

Encoding not trivially broken

Encoding satisfies

Symbolic property!



Coming up:
- Encodings
- Symbolic property
- Why inherent?
- Open questions
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Running example

• Lewko-Waters’ IBE [LW10]

• Ciphertexts & keys associated with identities

• Decryption succeeds if identities match

• If IBE only concern
• Use information-theoretic properties [W14, A14, CGW15, AC16]

• Simple analysis, standard assumption

• Symbolic property: much more, easily
* Ciphertext-policy & key-policy ABE

multi-use / short ciphertext / large universe

* Regular languages
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2 𝐶 2 = 𝑔 𝑠 𝑔𝑔 𝑔 𝑠 𝑠𝑠 𝑔 𝑠
𝐶 0 =𝑀𝑀⋅ 𝑒 𝑔,𝑔 𝛼 𝑠 𝑒 𝑔,𝑔 𝛼 𝑒𝑒 𝑔,𝑔 𝛼 𝑔,𝑔 𝑔𝑔,𝑔𝑔 𝑔,𝑔 𝑔,
𝑔 𝛼 𝛼𝛼 𝑔,𝑔 𝛼 𝑒 𝑔,𝑔 𝛼 𝑒 𝑔,𝑔 𝛼 𝑠 𝑠𝑠 𝑒 𝑔,𝑔 𝛼 𝑠
𝑔 𝑏 1  𝑔𝑔 𝑔 𝑏 1   𝑏 1 𝑏𝑏 𝑏 1 1 𝑏 1  𝑔 𝑏 1  ,  𝑔 𝑏 2  𝑔𝑔 𝑔 𝑏 2   𝑏 2 𝑏𝑏

𝑏 2 2 𝑏 2  𝑔 𝑏 2  , 𝑒𝑒 𝑔,𝑔 𝛼 𝑔,𝑔 𝑔𝑔,𝑔𝑔 𝑔,𝑔 𝑔,𝑔 𝛼 𝛼𝛼 𝑔,𝑔 𝛼
Public key

𝑔, 𝑔𝑏1 , 𝑔𝑏2 , 𝑒 𝑔, 𝑔 𝛼

Ciphertext

𝐶 1 1 1 = 𝑔𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠 , 𝐶2 = 𝑔𝑠

Secret key
𝐾 1 1 1 = 𝑔𝑟, 𝐾2 = 𝑔𝛼 + 𝐼𝐷′𝑏1𝑟+ 𝑏2𝑟

Secret key

𝐾1 = 𝑔𝑟, 𝐾2 = 𝑔𝛼 + 𝐼𝐷′𝑏1𝑟+ 𝑏2𝑟

𝛼𝑠 + 𝐼𝐷′ − 𝐼𝐷 𝑏2 − 𝑏1 𝑠𝑟

𝐼𝐷′ = 𝐼𝐷: 𝛼𝑠



Public key
𝑔, 𝑔𝑏1 , 𝑔𝑏2 , 𝑒 𝑔, 𝑔 𝛼

Ciphertext
𝐶0 = 𝑀 ⋅ 𝑒 𝑔, 𝑔 𝛼 𝑠

𝐶1 = 𝑔𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠 , 𝐶2 = 𝑔𝑠

Secret key

𝐾1 = 𝑔𝑟, 𝐾2 = 𝑔𝛼 + 𝐼𝐷′𝑏1𝑟+ 𝑏2𝑟



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

Public key
𝑔, 𝑔𝑏1 , 𝑔𝑏2 , 𝑒 𝑔, 𝑔 𝛼

Ciphertext
𝐶0 = 𝑀 ⋅ 𝑒 𝑔, 𝑔 𝛼 𝑠

𝐶1 = 𝑔𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠 , 𝐶2 = 𝑔𝑠

Secret key

𝐾1 = 𝑔𝑟, 𝐾2 = 𝑔𝛼 + 𝐼𝐷′𝑏1𝑟+ 𝑏2𝑟

[W14, Att14]



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

Public key
𝑔, 𝑔𝑏1 , 𝑔𝑏2 , 𝑒 𝑔, 𝑔 𝛼

Ciphertext
𝐶0 = 𝑀 ⋅ 𝑒 𝑔, 𝑔 𝛼 𝑠

𝐶1 = 𝑔𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠 , 𝐶2 = 𝑔𝑠

Secret key

𝐾1 = 𝑔𝑟, 𝐾2 = 𝑔𝛼 + 𝐼𝐷′𝑏1𝑟+ 𝑏2𝑟

Variables: 𝑏1, 𝑏2 𝑠 𝛼, 𝑟

[W14, Att14]



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

Public key
𝑔, 𝑔𝑏1 , 𝑔𝑏2 , 𝑒 𝑔, 𝑔 𝛼

Ciphertext
𝐶0 = 𝑀 ⋅ 𝑒 𝑔, 𝑔 𝛼 𝑠

𝐶1 = 𝑔𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠 , 𝐶2 = 𝑔𝑠

Secret key

𝐾1 = 𝑔𝑟, 𝐾2 = 𝑔𝛼 + 𝐼𝐷′𝑏1𝑟+ 𝑏2𝑟

Variables: 𝑏1, 𝑏2 𝑠 𝛼, 𝑟

Common

[W14, Att14]



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

Public key
𝑔, 𝑔𝑏1 , 𝑔𝑏2 , 𝑒 𝑔, 𝑔 𝛼

Ciphertext
𝐶0 = 𝑀 ⋅ 𝑒 𝑔, 𝑔 𝛼 𝑠

𝐶1 = 𝑔𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠 , 𝐶2 = 𝑔𝑠

Secret key

𝐾1 = 𝑔𝑟, 𝐾2 = 𝑔𝛼 + 𝐼𝐷′𝑏1𝑟+ 𝑏2𝑟

Variables: 𝑏1, 𝑏2 𝑠 𝛼, 𝑟

Polynomials: 𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

[W14, Att14]



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

Public key
𝑔, 𝑔𝑏1 , 𝑔𝑏2 , 𝑒 𝑔, 𝑔 𝛼

Ciphertext
𝐶0 = 𝑀 ⋅ 𝑒 𝑔, 𝑔 𝛼 𝑠

𝐶1 = 𝑔𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠 , 𝐶2 = 𝑔𝑠

Secret key

𝐾1 = 𝑔𝑟, 𝐾2 = 𝑔𝛼 + 𝐼𝐷′𝑏1𝑟+ 𝑏2𝑟

Variables: 𝑏1, 𝑏2 𝑠 𝛼, 𝑟

Polynomials: 𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

Correctness: P(x, y) = 1 ⇒ Recover 𝛼𝑠

[W14, Att14]



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

Public key
𝑔, 𝑔𝑏1 , 𝑔𝑏2 , 𝑒 𝑔, 𝑔 𝛼

Ciphertext
𝐶0 = 𝑀 ⋅ 𝑒 𝑔, 𝑔 𝛼 𝑠

𝐶1 = 𝑔𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠 , 𝐶2 = 𝑔𝑠

Secret key

𝐾1 = 𝑔𝑟, 𝐾2 = 𝑔𝛼 + 𝐼𝐷′𝑏1𝑟+ 𝑏2𝑟

Variables: 𝑏1, 𝑏2 𝑠 𝛼, 𝑟

Polynomials: 𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

Correctness: P(x, y) = 1 ⇒ Recover 𝛼𝑠 𝛼, 𝑠 special variables

[W14, Att14]



Security



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

Security

• Correct encoding scheme



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

Security

• Correct encoding scheme

• Doesn’t matter where it 
came from



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

Security

• Co⇒ Fully secure 
encryption

• Doesn’t matter where it 
came from

• Some property          
when P(x, y) = 0 

Fully secure encryptio



Symbolic property



Symbolic property



Symbolic property

𝑏2 𝛼𝑠𝑏1 𝑟



Symbolic property

𝑏2 𝛼𝑠𝑏1

𝐵2

𝐴𝑆

𝐵1

𝑟

𝑅



Symbolic property

𝑏2 𝛼𝑠𝑏1

𝐵2

𝐴𝑆

𝐵1

Polynomials: 𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

𝑟

𝑅



Symbolic property

𝑏2 𝛼𝑠𝑏1

𝐼𝐷 𝐵1𝑆
𝑇 + 𝐵2𝑆

𝑇, 𝐴 + 𝐼𝐷′𝑅𝐵1 + 𝑅𝐵2

𝐵2

𝐴𝑆

𝐵1

Polynomials: 𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

𝑟

𝑅



Symbolic property

𝑏2 𝛼𝑠𝑏1

𝐼𝐷 𝐵1𝑆
𝑇 + 𝐵2𝑆

𝑇, 𝐴 + 𝐼𝐷′𝑅𝐵1 + 𝑅𝐵2

𝐵2

𝐴𝑆

𝐵1

Polynomials: 𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

𝑟

𝑅

= 0 = 0



Symbolic property

𝑏2 𝛼𝑠𝑏1

𝐼𝐷 𝐵1𝑆
𝑇 + 𝐵2𝑆

𝑇, 𝐴 + 𝐼𝐷′𝑅𝐵1 + 𝑅𝐵2

𝐵2

𝐴𝑆

𝐵1

Polynomials: 𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

𝑟

𝑅

= 0 = 0

𝑠 → 𝑆, 𝛼 → 𝐴 𝑆 not orthogonal to 𝐴



𝑏2 𝛼𝑠𝑏1 𝑟



𝑏2 𝛼𝑠𝑏1 𝑟

0 1 −1 0 𝐼𝐷 1 1 −𝐼𝐷′ 1



𝑏2 𝛼𝑠𝑏1 𝑟

0 1 −1 0 𝐼𝐷 1 1 −𝐼𝐷′ 1

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠 𝐼𝐷 0 1 + −1 0𝐼𝐷

1

𝐼𝐷

1

1 −𝐼𝐷𝐼𝐷 +=

= 0



𝑏2 𝛼𝑠𝑏1 𝑟

0 1 −1 0 𝐼𝐷 1 1 −𝐼𝐷′ 1

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠 𝐼𝐷 0 1 + −1 0𝐼𝐷

1

𝐼𝐷

1

1 −𝐼𝐷𝐼𝐷 +=

= 0

𝐼𝐷 1 1 −𝐼𝐷′ are not orthogonal if 𝐼𝐷 ≠ 𝐼𝐷′,



𝑏2 𝛼𝑠𝑏1 𝑟

0 1 −1 0 𝐼𝐷 1 1 −𝐼𝐷′ 1

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠 𝐼𝐷 0 1 + −1 0𝐼𝐷

1

𝐼𝐷

1

1 −𝐼𝐷𝐼𝐷 +=

= 0

𝐼𝐷 1 1 −𝐼𝐷′ are not orthogonal if 𝐼𝐷 ≠ 𝐼𝐷′,



Symbolic property



Symbolic property

• Additional level of flexibility



Symbolic property

• Additional level of flexibility

• Two parts: selective & co-selective



Symbolic property

• Additional level of flexibility

• Two parts: selective & co-selective

• Selective property: 
vectors for key-encoding variables (𝛼, 𝑟1, 𝑟2, … )
can depend on both x & y



Symbolic property

• Additional level of flexibility

• Two parts: selective & co-selective

• Selective property: 

• Co-selective property

vectors for key-encoding variables (𝛼, 𝑟1, 𝑟2, … )
can depend on both x & y

vectors for ctxt-encoding variables (s, 𝑠1, 𝑠2, …)

can depend on both x & y



Generic transformation

Encoding satisfies

Symbolic property

Fully secure 

encryption scheme

For any predicate P



Generic transformation

Encoding satisfies
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Fully secure 

encryption scheme

For any predicate P

Encoding satisfies

Extended symbolic property



Generic transformation

Encoding satisfies

Symbolic property

Fully secure 

encryption scheme

For any predicate P

Encoding satisfies

Extended symbolic property

Encryption scheme in 

dual system groups [CW13]



Generic transformation

Encoding satisfies

Symbolic property

Fully secure 

encryption scheme

For any predicate P

Encoding satisfies

Extended symbolic property

Encryption scheme in 

dual system groups [CW13]



Inherent property



Inherent property



Inherent property

Correctness: When P(x, y) = 1, recover 𝛼𝑠



Inherent property

𝑀 ⋅ 𝑒 𝑔, 𝑔 𝜶𝒔

Correctness: When P(x, y) = 1, recover 𝛼𝑠



Inherent property

When P(x, y) = 0, not recover 𝛼𝑠

𝑀 ⋅ 𝑒 𝑔, 𝑔 𝜶𝒔

Correctness: When P(x, y) = 1, recover 𝛼𝑠



Inherent property

When P(x, y) = 0, not recover 𝛼𝑠

𝑀 ⋅ 𝑒 𝑔, 𝑔 𝜶𝒔

Correctness: When P(x, y) = 1, recover 𝛼𝑠

Trivially broken:

∃x, y s.t. P(x, y) = 0, 𝛼𝑠 can be recovered



Inherent property



Inherent property

Not trivially broken a basic property



Inherent property

Not trivially broken ⇒ Satisfies symbolic property!

Not trivially broken a basic property



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

𝐼𝐷′ = 𝐼𝐷: 𝛼𝑠



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

𝐼𝐷′ = 𝐼𝐷: 𝛼𝑠



Param

𝑏1, 𝑏2

Enc-CT

𝐼𝐷 𝑏1𝑠 + 𝑏2𝑠, 𝑠

Enc-Key

𝑟, 𝛼 + 𝐼𝐷′𝑏1𝑟 + 𝑏2𝑟

𝐼𝐷′ = 𝐼𝐷: 𝛼𝑠

𝐼𝐷′ ≠ 𝐼𝐷: 𝛼𝑠



General encodings

Param

𝑏1, 𝑏2, …

Enc-CT

𝐶1, 𝐶2, 𝐶3, … s, 𝑠1, 𝑠2, …

Enc-Key

𝑟1, 𝑟2, 𝑟3, … 𝐾1, 𝐾2, 𝐾3, …

Predicate P

Many variables & 

polynomials



General encodings
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Enc-Key

𝑟1, 𝑟2, 𝑟3, … 𝐾1, 𝐾2, 𝐾3, …

Predicate P

Many variables & 

polynomials

When P(x, y) = 0,

cannot be combined

to get 𝛼𝑠



General encodings

Param

𝑏1, 𝑏2, …

Enc-CT

𝐶1, 𝐶2, 𝐶3, … s, 𝑠1, 𝑠2, …

Enc-Key

𝑟1, 𝑟2, 𝑟3, … 𝐾1, 𝐾2, 𝐾3, …

Predicate P

Many variables & 

polynomials

When P(x, y) = 0,

cannot be combined

to get 𝛼𝑠



General encodings

Param

𝑏1, 𝑏2, …

Enc-CT

𝐶1, 𝐶2, 𝐶3, … s, 𝑠1, 𝑠2, …

Enc-Key

𝑟1, 𝑟2, 𝑟3, … 𝐾1, 𝐾2, 𝐾3, …

Predicate P

Many variables & 

polynomials

When P(x, y) = 0,

cannot be combined

to get 𝛼𝑠



Selective symbolic property

Param

𝑏1, 𝑏2, …

Enc-CT

𝐶1, 𝐶2, 𝐶3, … s, 𝑠1, 𝑠2, …

Enc-Key

𝑟1, 𝑟2, 𝑟3, … 𝐾1, 𝐾2, 𝐾3, …

Predicate P



Selective symbolic property

Param

𝑏1, 𝑏2, …

Enc-CT

𝐶1, 𝐶2, 𝐶3, … s, 𝑠1, 𝑠2, …

Enc-Key

𝑟1, 𝑟2, 𝑟3, … 𝐾1, 𝐾2, 𝐾3, …

Predicate P



Selective symbolic property

Param

𝑏1, 𝑏2, …

Enc-CT

𝐶1, 𝐶2, 𝐶3, … s, 𝑠1, 𝑠2, …

Enc-Key

𝑟1, 𝑟2, 𝑟3, … 𝐾1, 𝐾2, 𝐾3, …

Predicate P



𝐶1, 𝐶2, 𝐶3, …



𝐶1, 𝐶2, 𝐶3, …

𝐶1
𝐶2
𝐶3
.

.

.

.

𝑠 𝑠1 𝑏1𝑠 𝑏2𝑠… …



𝐶1, 𝐶2, 𝐶3, …

𝐶1
𝐶2
𝐶3
.

.

.

.

𝑠 𝑠1 𝑏1𝑠 𝑏2𝑠… …

Kernel

𝑏1, 𝑏2, …

s, 𝑠1, 𝑠2, …



𝐾1, 𝐾2, 𝐾3, …



𝐾1, 𝐾2, 𝐾3, …

𝑟1𝐶1
𝑟1𝐶2
𝑟1𝐶3

.

.

.

𝑠 𝐾1
𝑠 𝐾2
𝑠 𝐾3

.

.

.

𝛼𝑠 … …𝑠1𝑟1 𝑠1𝑟1𝑏1 …



𝐾1, 𝐾2, 𝐾3, …

𝑟1𝐶1
𝑟1𝐶2
𝑟1𝐶3

.

.

.

𝑠 𝐾1
𝑠 𝐾2
𝑠 𝐾3

.

.

.

𝛼𝑠 … …𝑠1𝑟1 𝑠1𝑟1𝑏1 …

(1, 0, 0, … … … … )



𝐾1, 𝐾2, 𝐾3, …

𝑟1𝐶1
𝑟1𝐶2
𝑟1𝐶3

.

.

.

𝑠 𝐾1
𝑠 𝐾2
𝑠 𝐾3

.

.

.

𝛼𝑠 … …𝑠1𝑟1 𝑠1𝑟1𝑏1 …

. . . . . .



𝐾1, 𝐾2, 𝐾3, …

𝑟1𝐶1
𝑟1𝐶2
𝑟1𝐶3

.

.

.

𝑠 𝐾1
𝑠 𝐾2
𝑠 𝐾3

.

.

.

𝛼𝑠 … …𝑠1𝑟1 𝑠1𝑟1𝑏1 …

. . . . . .
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Open questions

• Our new q-type assumption
• Simple cases vis-à-vis standard assumptions

• Automating proof generation
• Generate mappings through a program

• Push boundaries
• Go beyond NC1?



Thank you!


