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Oblivious Transfer (OT)

ÅHighly efficient and secure protocols exists

ÅMotivates it use as the basis for PSI
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Bloom Filter
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Bloom Filter

ὲitems O Bloom filter with άslots and Ὧhash functions 
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ÅPr[ false negatives ] = 0 

Å ρ Ὡ ϳ

ς

ὦ ρ ρρ ρ ρ ρ ρ ρ0 0 0 0 0 0 0



ȣ Ὤ ώὬ ώ

Bloom Filter

ὯὲάὯὯὲὲὯὲάάάὯὲάὩ Ὧὲά ρ Ὡ Ὧὲά ρ Ὡ Ὧὲά ὯὯὯρ Ὡ Ὧὲά ὯὩ

ὯὲάὩὩὩ Ὧὲά ρ Ὡ Ὧὲά Ὧρ Ὡ Ὧὲά ρὲitems O Bloom filter with ά

slots and Ὧhash functions 

ÅMembership:

ÅPr[ false negatives ] = 0 

ÅPr[ false positives  ] ρ Ὡ ϳ

ς

ὦ ρ ρρ ρ ρ ρ ρ ρ0 0 0 0 0 0 0

Ὤ ώ



ȣ Ὤ ώὬ ώ

Bloom Filter

 ς Ὧς ς Ὧ ὯὯς Ὧ

 ς Ὧς ς Ὧ ὯὯς Ὧ

ὯὲάὯὯὲὲὯὲάάάὯὲάὩ Ὧὲά ρ Ὡ Ὧὲά ρ Ὡ Ὧὲά ὯὯὯρ Ὡ Ὧὲά ὯὩ

ὯὲάὩὩὩ Ὧὲά ρ Ὡ Ὧὲά Ὧρ Ὡ Ὧὲά ρὲitems O Bloom filter with ά

slots and Ὧhash functions 

ÅMembership:

ς ς ς

ὦ ρ ρρ ρ ρ ρ ρ ρ0 0 0 0 0 0 0

Ὤ ώ



Bloom Filter Intersection 

ÅBitwise AND   ὄ ὄ᷈ is a Bloom filter for ὢ᷊ὣ

ρ

ρ

ρ

ρ

ρ

ρ

ρ

ρ

ὄ

Ὤὥ

Ὤ ὦ

Ὤὥ

Ὤὧ

ὄὢ ὥȟὦ ὣ ὥȟὧ



Bloom Filter Intersection 

ÅBitwise AND   ὄ ὄ᷈ is a Bloom filter for ὢ᷊ὣ

ρ

ρ

ρ

ρ

ρ

ρ

ρ

ρ

ὄ

Ὤὥ

Ὤ ὦ

Ὤὥ

Ὤὧ

ὄὢ ὥȟὦ ὣ ὥȟὧ

ρ

ρ

ὄ ὄ᷈

Ὤὥ



Bloom Filter Protocol

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὄ ὣ ὥȟὧ

Ṷ □

□

□

ể □

□

□

Ṷ □

□░N ȟ ⱥ

[DongChenWen13, PinkasSchniederZohner14]



Bloom Filter Protocol

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὄ ὣ ὥȟὧ

ὕὝ

ὕὝ

é

Ṷ □

□

□

ể □

□

□

Ṷ □

□░N ȟ ⱥ

[DongChenWen13, PinkasSchniederZohner14]



Bloom Filter Protocol

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὄ ὣ ὥȟὧ

ὕὝ

ὕὝ

é

Ṷ □

□

□

ể □

□

□

Ṷ □

□

Ṷ

Ṷ

□

Ṷ

□

□

Garbled Bloom filter

[DongChenWen13, PinkasSchniederZohner14]



Bloom Filter Protocol

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὄ ὣ ὥȟὧ

ὕὝ

ὕὝ

é

Ṷ □

□

□

ể □

□

□

Ṷ □

□

Ṷ

Ṷ

□

Ṷ

□

□

ὢ ὥȟὦ

ρ

ρ

ρ

ρ

ὄ

Ὤὥ

Ὤὦ

Garbled Bloom filter

[DongChenWen13, PinkasSchniederZohner14]



Bloom Filter Protocol

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὄ ὣ ὥȟὧ

ὕὝ

ὕὝ

é

Ṷ □

□

□

ể □

□

□

Ṷ □

□

Ṷ

Ṷ

□

Ṷ

□

□

╧ □ ṥ□ ȟ□ ṥ□

ὢ ὥȟὦ

ρ

ρ

ρ

ρ

ὄ

Ὤὥ

Ὤὦ

Garbled Bloom filter

[DongChenWen13, PinkasSchniederZohner14]



Bloom Filter Protocol

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὄ ὣ ὥȟὧ

ὕὝ

ὕὝ

é

Ṷ □

□

□

ể □

□

□

Ṷ □

□

Ṷ

Ṷ

□

Ṷ

□

□

╧ □ ṥ□ ȟ□ ṥ□

ὢ ὥȟὦ

ρ

ρ

ρ

ρ

ὄ

Ὤὥ

Ὤὦ

Output the intersection

╧᷊ □ ṥ□ ȟ□ ṥ□

Garbled Bloom filter

[DongChenWen13, PinkasSchniederZohner14]



Semi-Honest Security [DongChenWen13, PinkasSchniederZohner14]

Ṷ □

□

□

ể □

□

□

Ṷ □

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

╧
□ ṥ□ ȟ
□ ṥ□

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□

ὢ ὥȟὦ

/4

□

Ṷ

Ṷ

□

Ṷ

□

□ ρ

ρ

ρ

ρ

Naturally secure against Sender.

ÅOT hides select bits

ÅFinal message sent to Receiver

Å ᶱὣȟReceiver learns encoding    

e.g.   %ÎÃÏÄÅώᴂ ά ṥά

ÅDCW13 show equivalence to false positive in 

standard bloom filter

ÅPr[ false positives  ] ς



Semi-Honest Security [DongChenWen13, PinkasSchniederZohner14]

Ṷ □

□

□

ể □

□

□

Ṷ □

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

╧
□ ṥ□ ȟ
□ ṥ□

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□

ὢ ὥȟὦ

/4

□

Ṷ

Ṷ

□

Ṷ

□

□ ρ

ρ

ρ

ρ

ώǋɵὣὣ, Receiver learns encoding    

Naturallysecure against Sender.

ÅOT hides select bits

ÅFinal message sent to Receiver

ÅSecure against Receiver

ÅAttack: For ώᴂᴂᴂɵ ὣȟReceiver learns encoding    

e.g.   %ÎÃÏÄÅώᴂ ά ṥά

ÅDCW13 show equivalence to false positive in 

standard bloom filter

ÅPr[ false positives  ] ς



Semi-Honest Security [DongChenWen13, PinkasSchniederZohner14]

Ṷ □

□

□

ể □

□

□

Ṷ □

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

╧
□ ṥ□ ȟ
□ ṥ□

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□

ὢ ὥȟὦ

/4

□

Ṷ

Ṷ

□

Ṷ

□

□ ρ

ρ

ρ

ρ

e.g.   Encode ώǋώώǋώǋ= ά3 άάά3 3 ά3 ṥ

ά4 άάά4 4 ά4 

ώǋɵὣὣ, Receiver learns encoding    

Naturallysecure against Sender.

ÅOT hides select bits

ÅFinal message sent to Receiver

ÅSecure against Receiver

ÎÃÏÄÅώᴂ ά ṥά e.g.   

%ÎÃÏÄÅώᴂ ά ṥά

ÅDCW13 show equivalence to false positive in 

standard bloom filter

ÅPr[ false positives  ] ς



Semi-Honest Security [DongChenWen13, PinkasSchniederZohner14]

Ṷ □

□

□

ể □

□

□

Ṷ □

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

╧
□ ṥ□ ȟ
□ ṥ□

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□

ὢ ὥȟὦ

/4

□

Ṷ

Ṷ

□

Ṷ

□

□ ρ

ρ

ρ

ρ

e.g.   Encode ώǋώώǋώǋ= ά3 άάά3 3 ά3 ṥ
ά4 άάά4 4 ά4 

ώǋɵὣὣ, Receiver learns encoding    

Naturallysecure against Sender.

ÅOT hides select bits

ÅFinal message sent to Receiver

ÅSecure against Receiver

ÎÃÏÄÅώᴂ ά ṥά e.g.   

%ÎÃÏÄÅώᴂ ά ṥά

ÅDCW13 show equivalence to false positive in 

standard bloom filter

ÅDCW13 show equivalence to false positive in 

standard bloom filter

Å Pr[ false positives  ] ς



Semi-Honest Security [DongChenWen13, PinkasSchniederZohner14]

Ṷ □

□

□

ể □

□

□

Ṷ □

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

╧
□ ṥ□ ȟ
□ ṥ□

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□

ὢ ὥȟὦ

/4

□

Ṷ

Ṷ

□

Ṷ

□

□ ρ

ρ

ρ

ρ

2 īὯ2 2 īὯīὯὯ2 īὯ

e.g.   Encode ώǋώώǋώǋ= ά3 άάά3 3 ά3 ṥά4 

άάά4 4 ά4 

ώǋɵὣὣ, Receiver learns encoding    

Naturallysecure against Sender.

ÅOT hides select bits

Å Final message sent to Receiver

ÅSecure against Receiver

ÎÃÏÄÅώᴂ ά ṥά e.g.   %ÎÃÏÄÅώᴂ
ά ṥά

ÅDCW13 show equivalence to false positive in standard 

bloom filter

Å Pr[ false positives  ] ς

Å Pr[ false positives  ] ς



Malicious Receiver

Insecure against Receiver

Å Bloom filter

ÅReceiver will obtain all ά

ÅCan probe for □ ṥ□

Ṷ □

□

□

ể □

□

□

Ṷ □

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

╧
□ ṥ□ ȟ
□ ṥ□

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□

ὢ ὥȟὦ

/4

□

Ṷ

Ṷ

□

Ṷ

□

□ ρ

ρ

ρ

ρ



Malicious Receiver

Bloom filter

Insecureagainst Receiver

ÅConsider all ρBloom filter

ÅReceiver will obtain all ά

ÅCan probe for □ ṥ□

Ṷ □

□

□

ể □

□

□

Ṷ □

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

╧
□ ṥ□ ȟ
□ ṥ□

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□

ὢ ὥȟὦ

/4

□

Ṷ

Ṷ

□

Ṷ

□

□ ρ

ρ

ρ

ρ

ρ

ρ

ρ



Malicious Receiver

Bloom filter

Insecureagainst Receiver

ÅReceiver will obtain all άὭ

ÅὭὭὭ

ÅReceiver will obtain all ά

ÅCan probe for □ ṥ□

Ṷ □

□

□

ể □

□

□

Ṷ □

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

╧
□ ṥ□ ȟ
□ ṥ□

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□

ὢ ὥȟὦ

/4

□

□

□

□

□

□

□ ρ

ρ

ρ

ρ

ρ

ρ

ρ



Malicious Receiver

□ □□□ □

Bloom filter

Insecureagainst Receiver

ÅReceiver will obtain all άὭ

ÅCanprobefor□ ṥ ṥ□

ÅReceiver will obtain all ά

ÅCan probe for □ ṥ□

Ṷ □

□

□

ể □

□

□

Ṷ □

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□

ὢ ὥȟὦ

/4

□

□

□

□

□

□

□ ρ

ρ

ρ

ρ

ρ

ρ

ρ

╧
□ ṥ□ ȟ
□ ṥ□



Ṷ □

□

□

ể □

□

□

Ṷ □

□

□

□

□

□

□

□

Warm-Up:  The DongChenWen13 Approach

Goal restrict the Receiver to a valid 

Bloom filter

Å bits contains άones

ÅMake Receiver prove zero choice bits

ÅSample random key   ίN πȟρ

ÅGenerate a out of άsecret sharing of ί

Åίȟȣȟί

ÅTransmit ίas the Ὥth zero OT message

ÅEncrypt summary values with ί

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

ρ

ρ

ρ

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□
╧

□ ṥ□ ȟ
□ ṥ□



Ṷ □

□

□

ể □

□

□

Ṷ □

□

□

□

□

□

□

□

Warm-Up:  The DongChenWen13 Approach

1 2 2 1 2 άάones

Goal restrict the Receiver to a valid 

Bloom filter

ÅBloom filter of άbits contains ρςάones

ÅMake Receiver prove zero choice bits

ÅSample random key   ίN πȟρ

ÅGenerate a out of άsecret sharing of ί

Åίȟȣȟί

ÅTransmit ίas the Ὥth zero OT message

ÅEncrypt summary values with ί

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

ρ

ρ

ρ

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□
╧

□ ṥ□ ȟ
□ ṥ□



Ṷ □

□

□

ể □

□

□

Ṷ □

□

□

□

□

□

□

□

Warm-Up:  The DongChenWen13 Approach

0,1  ‖0,1 0,1 0,1   0,1  ‖‖‖0,1  ‖

1 2 2 1 2 άάones

Goal restrict the Receiver to a valid Bloom 

filter

ÅBloom filter of άbits contains ρςάones

ÅMake Receiver prove zero choice bits

ÅSample random key   ίN πȟρ

ÅSample random key   ίN πȟρ

ÅGenerate a out of άsecret sharing of ί

Åίȟȣȟί

ÅTransmit ίas the Ὥth zero OT message

ÅEncrypt summary values with ί

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

ρ

ρ

ρ

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□
╧

□ ṥ□ ȟ
□ ṥ□



Ṷ □

□

□

ể □

□

□

Ṷ □

□

□

□

□

□

□

□

Warm-Up:  The DongChenWen13 Approach

ί1 ,é,  ίάίίίάάάίά

ά2  out of άάsecret sharing of ίί

0,1  ‖0,1 0,1 0,1   0,1  ‖‖‖0,1  ‖

1 2 2 1 2 άάones

Goal restrict the Receiver to a valid Bloom filter

Å Bloom filter of άbits contains ρςάones

ÅMake Receiver prove zero choice bits

Å ίρρρȟȣȟί

Å Sample random key   ίN πȟρ

Å Generate a out of άsecret sharing of ί

Å ίȟȣȟί

Å Transmit ίas the Ὥth zero OT message

Å Encrypt summary values with ί

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

ρ

ρ

ρ

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□
╧

□ ṥ□ ȟ
□ ṥ□



□

□

□

□

□

□

□

Warm-Up:  The DongChenWen13 Approach

as the ὭὭth zero OT message

ί1 ,é,  ίάίίίάάάίά

ά2  out of άάsecret sharing of ίί

0,1  ‖0,1 0,1 0,1   0,1  ‖‖‖0,1  ‖

1 2 2 1 2 άάones

Goal restrict the Receiver to a valid Bloom filter

Å Bloom filter of άbits contains ρςάones

Å Make Receiver prove zero choice bits

Å ίρρρȟȣȟί

Å Transmit ίὭὭὭὭas the Ὥth zero OT message

Å Generate a out of άsecret sharing of ί

Å ίȟȣȟί

Å Transmit ίas the Ὥth zero OT message

Å Encrypt summary values with ί

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

ρ

ρ

ρ

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□
╧

□ ṥ□ ȟ
□ ṥ□

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □



□

□

□

□

□

□

□

Warm-Up:  The DongChenWen13 Approach

as the ὭὭth zero OT message

ί1 ,é,  ίάίίίάάάίά

ά2  out of άάsecret sharing of ίί

0,1  ‖0,1 0,1 0,1   0,1  ‖‖‖0,1  ‖

1 2 2 1 2 άάones

Goal restrict the Receiver to a valid Bloom filter

Å Bloom filter of άbits contains ρςάones

Å Make Receiver prove zero choice bits

Å ίρρρȟȣȟί

Å Encrypt summary values with ίGenerate a out of άsecret 

sharing of ί

Å ίȟȣȟί

Å Transmit ίas the Ὥth zero OT message

Å Encrypt summary values with ί

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

ρ

ρ

ρ

Output:

╧᷊
□ ṥ□ ȟ

□ ṥ□

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

╧ ▼
□ ṥ□ ȟ
□ ṥ□



□

□

□

□

□

□

□

Warm-Up:  The DongChenWen13 Approach

as the ὭὭth zero OT message

ί1 ,é,  ίάίίίάάάίά

ά2  out of άάsecret sharing of ίί

0,1  ‖0,1 0,1 0,1   0,1  ‖‖‖0,1  ‖

1 2 2 1 2 άάones

Goal restrict the Receiver to a valid Bloom filter

Å Bloom filter of άbits contains ρςάones

Å Make Receiver prove zero choice bits

Å ίρρρȟȣȟί

Å Encrypt summary values with ίGenerate a out of άsecret 

sharing of ί

Å ίȟȣȟί

Å Transmit ίas the Ὥth zero OT message

Å Encrypt summary values with ί

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

ρ

ρ

ρ

Output:

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

╧ ▼
□ ṥ□ ȟ
□ ṥ□

Output:

▼╧ ᷊
□ ṥ□ ȟ

□ ṥ□



□

□

□

□

□

□

□

Warm-Up:  The DongChenWen13 Approach

as the ὭὭth zero OT message

ί1 ,é,  ίάίίίάάάίά

ά2  out of άάsecret sharing of ίί

0,1  ‖0,1 0,1 0,1   0,1  ‖‖‖0,1  ‖

1 2 2 1 2 άάones

Goal restrict the Receiver to a valid Bloom filter

Å Bloom filter of άbits contains ρςάones

Å Make Receiver prove zero choice bits

Å ίρρρȟȣȟί

Å Encrypt summary values with ίGenerate a out of άsecret 

sharing of ί

Å ίȟȣȟί

Å Transmit ίas the Ὥth zero OT message

Å Encrypt summary values with ί

ρ

ρ

ρ

ρ

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

ρ

ρ

ρ

Output:

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

╧ ▼
□ ṥ□ ȟ
□ ṥ□

Output:

▼╧ ᷊
□ ṥ□ ȟ

□ ṥ□

ρ

ρ

ρ



Warm-Up:  The DongChenWen13 Approach

ÅGoal restrict the Receiver to a valid 

Bloom filter

ÅBloom filter of άbits contains άones

ÅMake Receiver prove zero choice bits

ÅSample random key   ίN πȟρ

ÅGenerate a out of άsecret sharing of ί

Åίȟȣȟί

ÅTransmit ίas the Ὥth zero OT message

ÅEncrypt summary values with ί

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

Output:

╧ ▼
□ ṥ□ ȟ
□ ṥ□ ▼╧ ᷊

□ ṥ□ ȟ

□ ṥ□

□

▼

▼

□

▼

□

□ ρ

ρ

ρ

ρ

π

π

π



Warm-Up:  The DongChenWen13 Approach

Is this secure?

Å ones

ÅSelective failure attack by the Senderé 

Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

Output:

╧ ▼
□ ṥ□ ȟ
□ ṥ□ ▼╧ ᷊

□ ṥ□ ȟ

□ ṥ□

□

▼

▼

□

▼

□

□ ρ

ρ

ρ

ρ

π

π

π

[RindalRosulek17,

Lambaek17]



Warm-Up:  The DongChenWen13 Approach

ά2 άάά2 2 ά2  ones

Is this secure?

ÅReceiver is forced to use ones

ÅSelective failure attack by the Senderé 
Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

Output:

╧ ▼
□ ṥ□ ȟ
□ ṥ□ ▼╧ ᷊

□ ṥ□ ȟ

□ ṥ□

□

▼

▼

□

▼

□

□ ρ

ρ

ρ

ρ

π

π

π

[RindalRosulek17,

Lambaek17]



Warm-Up:  The DongChenWen13 Approach

ά2 άάά2 2 ά2  ones

Is this secure?

ÅSelective failure attack by the Senderé 

Selective failure attack by the Senderé Ὤὥ

Ὤὧ

ὣ ὥȟὧ

/4
é

ὢ ὥȟὦ

/4

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

▼ □

Output:

╧ ▼
□ ṥ□ ȟ
□ ṥ□ ▼╧ ᷊

□ ṥ□ ȟ

□ ṥ□

□

▼

▼

□

▼

□

□ ρ

ρ

ρ

ρ

π

π

π

[RindalRosulek17,

Lambaek17]



□

▼

▼

□

▼

□

□ ρ

ρ

ρ

ρ

π

π

π

Warm-Up:  The DongChenWen13 Approach
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Warm-Up:  The DongChenWen13 Approach

Is this secure?

ÅReceiver is forced to use ones

ÅSelective failure attack by the Senderé

ÅExample Attack:
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